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1. OSPF intro

1.1 Unlike RIP
While RIP is easy enough to implement and use in small networks, it becomes a problem if the network
becomes larger. The solution is the use of another protocol: OSPF

OSPF uses a different protocol than RIP, and to understand OSPF, a set of concepts must be clear.

1.2 Link State and Distance Vector

For routing, there are two types of protocols:

— Distance Vector

— Link State

Distance vector protocols, like RIP, blurt out all the information that they know, and listen to any updates
that others send. The information is processed following the Bellman-Ford agorithm.
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Increment the merics of the incoming routes.

Compare the incoming with the existing routing table

if the neighbour’s information is better: replace the old entry in the routing table
if the information is worse, discard it

if it is the same, just reset some timers

If it has the same costs, but a different path, add it to the routing table anyway
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In case of RIP, it is easy to understand step 1: the neighbour advertises its own hop-count and to the
neighbour, it is one hop extra.

Link State protocols, like OSPF, generally only generate messages when a topology changes. They use
multicasts in stead of broadcasts and they send their updates reliably to other routers. The other routers
will reply with an acknowledgement.

Link State routers will build a topology of the network, called the topology table. To calculate the best
route, Dijkstra’s SPF algorithm is used. Dijkstra’s algorithm is a subject by itsself; I will content myself
with a reference to Packet Pushers.

1.3 Routers
All routers in an OSPF network must have a unique ID (that is: unique in the OSPF network. The router
ID is chosen according to one of the following criteria:

— Manually defined

— The highest IP address on the router’s active loopback interfaces

— If no loopback interface exists with an IP address, the highest IP address on its active interfaces
Routers on the borders of areas and Autonomous systems have special names:
ABR Area Border Router: a router that is on the border of an area

ASBR Autonomoues System Border Router: a router that is on the border of tha autonomous
system



DR

BDR

Designated Router: for routers connected to a multi-access network, the router to which the
LSAs are sent.
Backup Designated Router

Routers maintain contact with adjacent routers by sendin HELLO messages.

1.4 Link state advertisements (LSA)

OSPF uses Link Stata advertisements to communicate the link state between routers. The most common

LSA types are:

Type 1

Type 2

Type 3

Type 4

Type 5

Type 7

Generated by every router for each link that belongs to an area. They are flooded only
inside of area to which they belong. Link ID of this LSA is the Router ID of the router that
generated it.

Generated by Designated Router (DR) for multiaccess networks and describe the routers
that are connected to that segment. They are sent inside the area to which the network
segment belong. The Link ID is the interface ip address of the Designated Router which
describe that particular segment.

Generated by Area Border Routers (ABRs). In type 3 LSAs are advertised networks from
an area to the rest of the areas in AS. The link-state id used by this LSA is the network
number advertised

Generated by ABRs, this type of LSA contain routes to ASBRs. Link id used is router ID
of the ASBR described. Are not flooded in stub areas.

Autonomous system external LSAs are generated by ASBRs and contain routes to
networks that are external to current AS. Link-state ID is network number advertised in
LSA. Type 5 LSAs are not flooded inside any stub areas

Allow injection of external routes throug Not-so-Stubby-Areas (NSSA) (more on that later)

1.5 Areas, Autonomous systems

An Autonomous system is a part of the network that is under control of a single entity. IANA keeps a list
of Autonomous systems that are publicly accessible, but as long as you don’t connect to the Internet, you
can use private numbers. IANA has reserved, for Private Use, a contiguous block of 1023 Autonomous
System numbers from the “16-bit Autonomous System Numbers” registry, namely 64512 — 65534
inclusive. TANA has also reserved, for Private Use, a contiguous block of 94,967,295 Autonomous
System numbers from the “32-bit Autonomous System Numbers” registry, namely 4200000000 —
4294967294 inclusive.

OSPF implements a two-level hierachy for areas:

— Area 0, which is the backbone

— All other areas

In general, all other areas are connected to the backbone.

We have now seen two types of area:

— backbone (area 0)

— standard area

But OSPF is a bit more complicated than that. There are also

— stub areas

— totally stubby areas

— not so stubby areas



and fairly stubby areas, extremely stubby areas, just a bit stubby areas, and ... No, I am exagerating.

A stub area is an area through which or into which AS external advertisements are not flooded. This
means that you would only be able to access devices within the AS from this type of area. This is done to

reduce the size of the topology database.

Totaly stubby areas takes this one step further by not even allowing LSA type 3; they are replaced by a
default route.

Not So Stubby Areas allow external routes to be flooded within the area. These routes are leaked into

other areas. However, external routes from other areas within the AS are not flooded into these areas.

You can view the area-types as whether they accept certain types of LSA:

Type 1 Type 2 Type 3 Type 4 Type 5 Type 7
Backbone yes yes yes yes yes no
Standard yes yes yes yes yes no
Stub area yes yes yes no no no
Totally yes yes no no no no
Stubby
Not-so- yes yes yes no no yes

stubby




2. Area 0 - the backbone

2.1 Basic network set-up
As discussed, we need an area 0 as backbone for our OSPF. We will be doing a number of tests here, so
we’ll create back bone of 4 routers. We’ll use 3600 type routers and put two NM-4E cards in each of

them. We will use the card in slot O for the backbone, and the card in slot 1 for connecting the other
areas.

We will be using 10.128.0.0/24 for the backbone. I am in general wastefull in connecting routers in the

test environments, using /24 for interconnection networks, but this time, we’ll do some proper
calculations.

From | To | Network Bits | Netmask First Last Broadcast
R1 R2 | 10.128.0.0 129 255.255.255.248 | 10.128.0.1 10.128.0.6 10.128.0.7
R2 R3 | 10.128.0.8 /29 255.255.255.248 | 10.128.0.9 10.128.0.14 | 10.128.0.15
R3 R4 | 10.128.0.16 | /29 255.255.255.248 | 10.128.0.17 | 10.128.0.22 | 10.128.0.23
R4 R1 | 10.128.0.24 | /29 255.255.255.248 | 10.128.0.25 | 10.128.0.30 | 10.128.0.31
Because this is the basic set-up, we’ll just put the backbone routers in a ring.
The routers will also get a loopback address.
Router Loopback Bits Netmask
R1 10.128.0.129 /29 255.255.255.248
R2 10.128.0.137 /29 255.255.255.248
R3 10.128.0.145 129 255.255.255.248
R4 10.128.0.153 /29 255.255.255.248




The network will look like this:

10.128.0.129
R1 10.128.0.1
el/2

10.128.0.137

10.128.0.6 R2
e0/1

e0f0
10.128.0.30

10.128.0.25
ed/1

el/3
10.128.0.9

10.128.0.14
elf2

el/3

R4 10.128.0.22
10.128.0.153

For R1, the basic setup is:

e0/0
10.128.0.17 R3

10.128.0.145

hostname R1
interface Loopback0
ip address 10.128.0.129 255.255.255.248
!
interface Ethernet0/0
ip address 10.128.0.30 255.255.255.248
no shut
!
interface Ethernet0/2

ip address 10.128.0.1 255.255.255.248
no shut
1

For R2, the basic setup is:



hostname R2

interface Loopback0

ip address 10.128.0.137 255.255.255.248
!

interface Ethernet0/1

ip address 10.128.0.6 255.255.255.248
no shut

!
interface Ethernet0/3

ip address 10.128.0.9 255.255.255.248

no shut
1

For R3, the basic setup is:

hostname R3

interface Loopback0

ip address 10.128.0.145 255.255.255.248
!

interface Ethernet0/0

ip address 10.128.0.17 255.255.255.248
no shut

!
interface Ethernet0/2

ip address 10.128.0.14 255.255.255.248

no shut
1

For R4, the basic setup is:

hostname R4

interface Loopback0

ip address 10.128.0.153 255.255.255.248
!

interface Ethernet0/1

ip address 10.128.0.25 255.255.255.248
no shut

!
interface Ethernet0/3

ip address 10.128.0.22 255.255.255.248

no shut
1

2.2 OSPF running
Enabling OSPF has the following steps:

1. enable

2. configure terminal

3. router ospf process-id

4. network ip-address wildcard-mask area area-id
5. end

The process-id is uniuqge per router and it allows you to run multiple OSPF processes in 1 router. Why
you would do that I do not understand, especially not in a real production environment.




The IP-address/wildcard-mask are there to determine which interfaces should participate in the OSPF
routing. Cisco uses the wildcard-mask to confuse people, because any sensible person would have used
the netmask.

Finaly, the aera-id is 0, because we’re setting-up the backbone.

So, it will be:

router ospf 100
network 10.128.0.0 0.0.0.255 area 0

for all the routers in the backbone.

2.3 Verification

First verification is whether all the other addresses in area O are pingable.

Next step is to ask the routing table (here for R2):

R2#sh ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1l - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o — ODR, P - periodic downloaded static route
Gateway of last resort is not set
10.0.0.0/8 is variably subnetted, 8 subnets, 2 masks
C 10.128.0.136/29 is directly connected, Loopback0
10.128.0.129/32 [110/11] via 10.128.0.1, 00:02:00, Ethernet0/1

0] 10.128.0.153/32 [110/21] via 10.128.0.14, 00:02:00, Ethernet0/3
[110/21] via 10.128.0.1, 00:02:00, Ethernet0/1

0] 10.128.0.145/32 [110/11] via 10.128.0.14, 00:02:00, Ethernet0/3

C 10.128.0.8/29 is directly connected, Ethernet0/3

C 10.128.0.0/29 is directly connected, Ethernet0/1

0] 10.128.0.24/29 [110/20] via 10.128.0.1, 00:02:02, Ethernet0/1
10.128.0.16/29 [110/20] via 10.128.0.14, 00:02:02, Ethernet0/3

R2#

Luckily, Cisco tells us what the letters mean.



Directly connected. We see that the
loopback address is directly
connected and the two ethernet
interfaces (e0/3 and e0/1) are
directly connected. This is as
expected.

A number of routes is learned
through OSPE. The router knows
about  10,128.0.16/29  through
OSPF, and it knows it can reac that
address using 10.128.0.14 as the
gateway.

2.4 Packets




We’ll be sniffing on R2 e0/3.

As expected, little traffic goes by in the normal situation. Just some Hello Packets.

@mMiRE QeEesEF

[W]Apply & display filter .., <Ctrl-/= =2 ~| Expression.. +
|No. Time Source ‘Destination Protocol Length Info
[ 3 7.767055 10,128.0,14 224.0,0.5 05PF 94 Hello Packet
4 9,501173 ccigz2:3b:feipo:03 cc:02:3b:fe 0003 LoopP 60 Reply
| 5 18,0825513 10.128.0,9 224.0.8.5 asPF 94 Hello Packet
6 18.882551 cc:63:3b: fe:go:a2 cc:03:3b fe:00:02 LoopP 60 Reply
| 7 17 .760325 10,128.0,14 224.0,0.5 O5PF 94 Hello Packet
8 19.494528 cc:02:3b: fe:00:83 cc:02:3b:fe:00:03 LooP 60 Reply
| 8 20.018986 10.128.0.9 224.0.,0.5 OSPF 44 Hello Packet
10 20.79620848 cc:63:3b: fe:go:a2 cc:03:3b; fe o002 LooP 60 Reply
| 11 27 755477 10, 224.0,0.5 0SPF 94 Hello Packet
12 29.500985 gLy LOoP 50 Reply
5454
30,812409 Reply

15 37763023 10,128.0, QSPF 94 Hello Packet

Type: IPv4 (0x0200) |
p Internet Protocol version 4, Src) 10:128.8.9, Dst: 224.0.0.5 |
w Open Shortest Path First
w 0SPF Header
version: 2
Message Type: Hello Packet (1)
Packet Length: 48
Source 0SPF Router: 16.128.0,137
Area ID: 6.0.0.8 (Backbone)
Checksum: @xco7l [correct]
Auth Type: Hull (@)
Auth Data (none): G0OAEEAGOEOAOOAE
w 0SPF Hello Packet
Metwork Mask: 255.255.255.248
Hello Interval [sec]: 1@
b Options: ©x12 ((L) LLS Data block, (E) External Routing)
Router Priority: 1
Router Dead Interval [sec]: 40
besignated Router: 18.128.0.14
Backup Designated Router: 10.128.0.9
Active Neighbor: 18.128.6.145
= (SPF LLS Data Block
checksum: exfffe
LLS Data Length: 12 hytes
w Extended options TLV
TLY Type: 1
TLY Length: 4
w Options: 0x@0E@0061 ((LR) LSDE Resynchronization)
i v R R i R BN o ) (RS) Restart Signal: Mot set
{LR) LSDE Resynchronization: sSet

0000 [RGIED 52 3b Te 06 03 08
gala 8 } 6T OF ¢ 4 80 08
goza 0 05 02 81 84 3 4 80 £ § o[}
0030 [ciNclopcl 00 00 00 OO if ff ff
oE48 2 G gE. e 2 =10 a 80 p@

0050 [ 00 : 60 B0

?  Frame (frame), 94 bytes Packets: 15+ Displayed: 15 (100.0%) Profile: Default




Some more packets arive when we remove a link (R1 to R2). It will not be instatanous, but after a while:

File Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools Help

mORE ] «=

[N Jospf [x] ~| Ewpression.. +
Mo, Time Source Destination Protocol Lengtl Info =
83 190,003540  10,128.0,14 224,0.0,5 0SPF 94 Hello Packet
85 192,333335 10.128.06.9 224.0.0.5 0SFPF 94 Hello Packet
87 208,001444 10.128.0,14 224.0.0.5 0SPF 94 Hello Facket
90 202.331736 108,128.0.9 224.0.0.5 0SFF 94 Hello Packet
93 210.007082 10,128.0,14 224.0,0.5 0SPF 94 Hello Facket
. 316862 .0, 0.0.5 94
5

ARSs AanA_ Al Ane AA_aAan A i AN A ARnE R ey P 1
Auth Type: Hull (@) S|
Auth Data (none): 90E0ADE0OO0E0A0E
Humber of LSAs: 1
w LSA-type 1 (Router-LSA), len 6@
.000 PEOO 0800 001 = LS Age (seconds): 1
O... vvvv vvvv v, = Do Hot Age Flag: @
p Options: 0x22 ((DpC) Demand circuits, (E) External Routing)
LS Type: Router-Lsa (1)
Link sState ID: 10.128 9.137
Advertising Router: 10.128.0.137
Sequence Humber: ©x86000024
Checksum: oxbl3e
Length: &0
b Flags: oxo@
Humber of Links: 3
w Type: Stub ID: 10.128.0.137 Data: 255.255.255,255 Metric: 1
Link ID: 18.128.8.137 - IP network/subnet number
Link Data: 255.255.255.255
Link Type: 3 - connection to a stub network
Humber of Metrics: @ - TO0S
0 Metric: 1
w» Type: Transit ID: 18.128.08.14 Data: 19.128.0.8 Metric: 1@
Link ID: 18.128.0.14 - IP address of Designated Router
Link Data: 19.128.0.9
Link Type: 2 - connection to a transit network
Humber of Metrics: @ - TOS
0 Metric: 1@
w Type: Stub Ib: 10.128.0.8 Data: 255.255.255.248 Metric: 1@
Link ID: 18.128.8.0 - IP network/subnet number
Link Data: 255.255.255.248
Link Type: 3 - connection to a stub network
Humber of Metrics: @ - TO0S
O _Matric: 4n
@1 00 Se 0O 0O 05 cc 02 3b fe 00 03 08 0O 45 co
00 6C 35 5a 00 00 91 559 98 91 0a BO 00 09 ed 0O
U B0 @5 B2 04 00 58 0a 80 0O 89 0O 00 @O 00 S6 35
ge3e 00 @0 60 A0 08 60 06 08
0840
0ese
geEe
geve

@ 7 Textitem (text), 64 bytes Packets: 111 « Displayed: 57 (51.4%) Profile; Default

Let’s examine this update:



LS Update Packet
Number of LSAs: 1
LSA-type 1 (Router-LSA), len 60
.000 0000 0000 0001 = LS Age (seconds): 1
O... «v.. ... «... = Do Not Age Flag: 0
Options: 0x22 ((DC) Demand Circuits, (E) External Routing)
LS Type: Router-LSA (1)
Link State ID: 10.128.0.137
Advertising Router: 10.128.0.137
Sequence Number: 0x80000024
Checksum: 0xbl3e
This packet comes from the Link State ID 10.128.0.137, which is R2 (Cisco chooses the IP address of the

loopback as ID).

You see that this is an LSA-type 1. In this LSA you will find a list with all the directly connected links of
this router. So, after R1 to R2 is gone, what does R2 advertise as being connected to?

— Its loopback address 10.128.0.137; this is a stub
— Its e0/1 10.128.0.6; this has become a stub when we removed the link to R1

— The e0/3 network 10.128.0.8/29

And that is exactly what we see:

Length: 60
Flags: 0x00

Number of Links: 3
Type: Stub ID: 10.128.0.137 Data: 255.255.255.255 Metric: 1

Link ID: 10.128.0.137 - IP network/subnet number

Link Data: 255.255.255.255
Link Type: 3 - Connection to a stub network
Number of Metrics: 0 - TOS
0 Metric: 1

Type: Transit ID: 10.128.0.14 Data: 10.128.0.9 Metric: 10
Link ID: 10.128.0.14 - IP address of Designated Router
Link Data: 10.128.0.9
Link Type: 2 - Connection to a transit network
Number of Metrics: 0 - TOS

0 Metric: 10
Type: Stub ID: 10.128.0.0 Data: 255.255.255.248 Metric: 10

Link ID: 10.128.0.0 — IP network/subnet number
Link Data: 255.255.255.248
Link Type: 3 - Connection to a stub network
Number of Metrics: 0 - TOS
0 Metric: 10
Ah, but in fact, e0/1 should be a /32, because otherwise we would not be able to reach R1 E0/2
10.128.0.1, you might say. Well, the resulting routing table is:




R2>show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1l - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o — ODR, P - periodic downloaded static route
Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 8 subnets, 2 masks

C 10.128.0.136/29 is directly connected, Loopback0
0] 10.128.0.129/32 [110/31] via 10.128.0.14, 00:05:17, Ethernet0/3
0] 10.128.0.153/32 [110/21] via 10.128.0.14, 00:05:17, Ethernet0/3
0] 10.128.0.145/32 [110/11] via 10.128.0.14, 00:05:17, Ethernet0/3
C 10.128.0.8/29 is directly connected, Ethernet0/3
C 10.128.0.0/29 is directly connected, Ethernet0/1
0] 10.128.0.24/29 [110/30] via 10.128.0.14, 00:05:17, Ethernet0/3
[0) 10.128.0.16/29 [110/20] via 10.128.0.14, 00:05:18, Ethernet0/3

So, no, it does not become a /32 and yes. the ping to 10.120.0.1 fails:

R2>ping 10.128.0.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.128.0.1, timeout is 2 seconds:
Success rate is 0 percent (0/5)

R2>

Which is as expected.



3. Adding areas
We will now add some extra areas to our network. Our first addition will be a simple router in area 1 with
a loopback address. The second will be a server network with two servers on a switch and the third wil be

a routed client network, with multple routers in the area. We’ll use standard areas, and we’l not go into
the "a bit, but no too much"-stubby areas.

3.1 Areal - a simple router
First area is a simple router, which we wil divide in two networks:

Network Bits Netmask First Last Purpose
10.128.1.0 /29 255.255.255.248 10.128.1.1 10.128.1.6 Interconnection
with the
backbone
10.128.1.8 129 255.255.255.248 10.128.1.9 10.128.1.14 Loopback  of
the router
The network will look like this:
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We’ll connect the router to e1/0 of R1 and on R1:

enable

config t

int el/0

ip address 10.128.1.1 255.255.255.248
no shut

exit

And for RS, the area 1 router:



enable

config t

hostname R5

interface e0/0

ip address 10.128.1.6 255.255.255.248
no shut

interface Loopback0

ip address 10.128.1.9 255.255.255.248

exit

We will now be able to ping the R1 e1/0 interface from RS, but not much more. So the next step is to get
OSPF running. So, configure R1 for area 1:

router ospf 100
network 10.128.1.0 0.0.0.7 area 1

and R5:

router ospf 100
network 10.128.1.0 0.0.0.7 area 1
network 10.128.1.8 0.0.0.7 area 1

After some time, you will see a message from OSPF on the console:

*Mar 1 01:43:16.519: $%$OSPF-5-ADJCHG: Process 100, Nbr 10.128.0.129 on Ethernet0/0
from LOADING to FULL, Loading Done

And from that moment on, we can ping all the loopback adresses from anywhere.

On RS, our routing table looks like:

O IA 10.128.0.137/32 [110/21] via 10.128.1.1, 00:05:41, Ethernet0/0
O IA 10.128.0.129/32 [110/11] via 10.128.1.1, 00:05:41, Ethernet0/0
O IA 10.128.0.153/32 [110/21] via 10.128.1.1, 00:05:41, Ethernet0/0
O IA 10.128.0.145/32 [110/31] via 10.128.1.1, 00:05:41, Ethernet0/0
O IA 10.128.0.8/29 [110/30] via 10.128.1.1, 00:05:41, Ethernet0/0

C 10.128.1.8/29 is directly connected, Loopback0

O IA 10.128.0.0/29 [110/20] via 10.128.1.1, 00:05:43, Ethernet0/0

C 10.128.1.0/29 is directly connected, Ethernet0/0

O IA 10.128.0.24/29 [110/20] via 10.128.1.1, 00:05:43, Ethernet0/0

O IA 10.128.0.16/29 [110/30] via 10.128.1.1, 00:05:43, Ethernet0/0

The IA means that the routing is Inter Area.

So, let’s connect R5 0 to R4 as well and see what that does.



Network Bits Netmask First Last Purpose
10.128.1.16 129 255.255.255.248 10.128.1.17 10.128.1.22 Interconnection
R4 R5

But before we do the configuring, let’s ask R3’s routing table:

0] 10.128.0.137/32 [110/11] via 10.128.0.9, 00:26:55, Ethernet0/2
0] 10.128.0.129/32 [110/21] via 10.128.0.22, 00:26:55, Ethernet0/0
[110/21] via 10.128.0.9, 00:26:55, Ethernet0/2

10.128.0.153/32 [110/11] via 10.128.0.22, 00:26:55, Ethernet0/0
C 10.128.0.144/29 is directly connected, LoopbackO
IA 10.128.1.9/32 [110/31] via 10.128.0.22, 00:26:11, Ethernet0/0
[110/31] via 10.128.0.9, 00:26:11, Ethernet0/2
C 10.128.0.8/29 is directly connected, Ethernet0/2
10.128.0.0/29 [110/20] via 10.128.0.9, 00:26:56, Ethernet0/2

o

O IA 10.128.1.0/29 [110/30] via 10.128.0.22, 00:26:56, Ethernet0/0
[110/30] via 10.128.0.9, 00:26:56, Ethernet0/2
(0] 10.128.0.24/29 [110/20] via 10.128.0.22, 00:26:56, Ethernet0/0
C 10.128.0.16/29 is directly connected, Ethernet0/0
For R4:
enable
config t
int el/0
ip address 10.128.1.17 255.255.255.248
no shut

router ospf 100
network 10.128.1.16 0.0.0.7 area 1

exit

and for R5:

enable

config t

int e0/1

ip address 10.128.1.22 255.255.255.248
no shut

router ospf 100

network 10.128.1.16 0.0.0.7 area 1

exit

And, after the OSPF messages, ask the routing table for R3 again:




0] 10.128.0.137/32 [110/11] via 10.128.0.9, 00:00:21, Ethernet0/2
0] 10.128.0.129/32 [110/21] via 10.128.0.22, 00:00:21, Ethernet0/0
[110/21] via 10.128.0.9, 00:00:21, Ethernet0/2
0] 10.128.0.153/32 [110/11] via 10.128.0.22, 00:00:21, Ethernet0/0
C 10.128.0.144/29 is directly connected, Loopback0
O IA 10.128.1.9/32 [110/21] via 10.128.0.22, 00:00:12, Ethernet0/0
C 10.128.0.8/29 is directly connected, Ethernet0/2
0] 10.128.0.0/29 [110/20] via 10.128.0.9, 00:00:22, Ethernet0/2
O IA 10.128.1.0/29 [110/30] via 10.128.0.22, 00:00:13, Ethernet0/0
[110/30] via 10.128.0.9, 00:00:13, Ethernet0/2
0] 10.128.0.24/29 [110/20] via 10.128.0.22, 00:00:22, Ethernet0/0
C 10.128.0.16/29 is directly connected, Ethernet0/0

O IA 10.128.1.16/29 [110/20] via 10.128.0.22, 00:00:24, Ethernet0/0

You can see the difference:

< 0 IA 10.128.1.9/32 [110/31] via 10.128.0.22
< [110/31] via 10.128.0.9
> 0 IA 10.128.1.9/32 [110/21] via 10.128.0.22
> O IA 10.128.1.16/29 [110/20] via 10.128.0.22

The route from R3 to R5’s loopback via R2 is now gone. because the route via R4 is now shorter. And of
course, the interconnection between R4 and R5 is added.

3.2 Area 2: a number of hosts
Next, we’ll add a switched network with hosts in it. Area 2 will be 10.128.2.0/24, with the
interconnection networks in the lower half and the server network in the upper /25.

Network Bits Netmask First Last Purpose
10.128.2.0 129 255.255.255.248 10.128.2.1 10.128.2.6 Loopback of
the router
10.128.2.8 /29 255.255.255.248 10.128.2.9 10.128.2.14 Interconnection
with R1
10.128.2.16 129 255.255.255.248 10.128.2.17 10.128.2.22 Interconnection
with R2
10.128.2.128 125 255.255.255.128 10.128.2.129 10.128.2.254 Serverfarm

That will make R6 as configuration:



enable

config t

hostname R6

interface Loopback0

ip address 10.128.2.1 255.255.255.248
int e0/0

ip address 10.128.2.14 255.255.255.248
no shut

int e0/1

ip address 10.128.2.22 255.255.255.248
no shut

int e0/3

ip address 10.128.2.129 255.255.255.128
no shut

router ospf 100

network 10.128.2.0 0.0.0.255 area 2

exit

For R1, we’ll add:

interface el/1

ip address 10.128.2.9 255.255.255.248
no shut

router ospf 100

network 10.128.2.8 0.0.0.7 area 2

and for R2:

int el/1

ip address 10.128.2.17 255.255.255.248
no shut

router ospf 100

network 10.128.2.16 0.0.0.7 area 2

And after OSPF is converged, we’re able to ping R6’s loopback from RS.

Then we’ll add some hosts to the area. Our Vagrant file looks like this:



# —-*- mode: ruby -*-
# vi: set ft=ruby
# Vagrantfile API/syntax version. Don’t touch unless you know what you’re doing!
VAGRANTFILE_API_VERSION = "2"
Vagrant .configure (VAGRANTFILE_API_VERSION) do |config]|
config.vm.define :precisel do |t]
t.vm.box = "hashicorp/precise64"
t.vm.box_url = "file:////links/virt_comp/vagrant/boxes/precise64.box"
t.vm.provider "virtualbox" do |prov|
prov.customize ["modifyvm", :id, "--nic2", "hostonly", "--hos-
tonlyadapter2", "vboxnetl" ]
end
t.vm.provision "shell", path: "./setup.precisel.sh"
end
config.vm.define :precise2 do |t
t.vm.box = "hashicorp/precise64"
t.vm.box_url = "file:////links/virt_comp/vagrant/boxes/precise64.box"
t.vm.provider "virtualbox" do |prov|
prov.customize ["modifyvm", :id, "--nic2", "hostonly", "--hos-
tonlyadapter2", "vboxnetl" ]
end
t.vm.provision "shell", path: "./setup.precise2.sh"

end

end
You see that both machines are connected to vboxnetl. I could have used a switch from gns3, but this
works better. The set-up for the macines looks like this:

#!/bin/bash

ifconfig ethl 10.128.2.151 netmask 255.255.255.128 up

route add -net 10.128.0.0 netmask 255.255.0.0 gw 10.128.2.129
apt-get -y update

apt-get -y install apache2

cat > /var/www/index.html <<EOF

<html>

<body>
<hl>Precisel</hl>

</body>

</html>

EOF
What you see is the definition of the network and the installation of a webserver. Finally, you will see a
default web-page that identifies the machine.

After a vagrant up we can ping our area 1 router’s loopback from precisel:

vagrant ssh precisel -- ping -c2 10.128.1.9

PING 10.128.1.9 (10.128.1.9) 56(84) bytes of data.

64 bytes from 10.128.1.9: icmp_reg=1 ttl=253 time=42.2 ms

64 bytes from 10.128.1.9: icmp_reg=2 ttl=253 time=32.0 ms
-—-10.128.1.9 ping statistics —--—-

2 packets transmitted, 2 received, 0% packet loss, time 1000ms
rtt min/avg/max/mdev = 32.019/37.114/42.209/5.095 ms

Which proves that routing works.



3.3 Area 3: complicated

For Area 3 we’ll make a more complicated area. First the network-calculations:

Network Bits Netmask First Last Purpose
10.128.3.0 129 255.255.255.248 10.128.3.1 10.128.3.6 Loopback R7
10.128.3.8 /29 255.255.255.248 10.128.3.9 10.128.3.14 Loopback R8
10.128.3.16 129 255.255.255.248 10.128.3.17 10.128.3.22 Loopback R9
10.128.3.24 129 255.255.255.248 10.128.3.25 10.128.3.30 Loopback R10
10.128.3.32 /29 255.255.255.248 10.128.3.33 10.128.3.38 R4 to R7
10.128.3.40 129 255.255.255.248 10.128.3.41 10.128.3.46 R4 to R8
10.128.3.48 129 255.255.255.248 10.128.3.49 10.128.3.54 R3 to R7
10.128.3.56 /29 255.255.255.248 10.128.3.57 10.128.3.62 R3 to R8
10.128.3.64 129 255.255.255.248 10.128.3.65 10.128.3.70 R7 to R8
10.128.3.72 129 255.255.255.248 10.128.3.73 10.128.3.78 R7 to R9
10.128.3.80 /29 255.255.255.248 10.128.3.81 10.128.3.86 R7 to R10
10.128.3.88 129 255.255.255.248 10.128.3.89 10.128.3.94 R8 to R9
10.128.3.96 129 255.255.255.248 10.128.3.97 10.128.3.102 R8 to R10
10.128.3.104 /29 255.255.255.248 10.128.3.105 10.128.3.110 Client area R9
10.128.3.112 129 255.255.255.248 10.128.3.113 10.128.3.118 Client area R9
10.128.3.120 129 255.255.255.248 10.128.3.121 10.128.3.126 Client area
R10
10.128.3.128 /29 255.255.255.248 10.128.3.129 10.128.3.134 Client area

R10




For the different routers, we’ll need to add some configurations.

R4:

int el/1

ip address 10.128.3.33 255.255.255.248
no shut

int el/2

ip address 10.128.3.41 255.255.255.248
no shut

router ospf 100

network 10.128.3.32 0.0.0.7 area 3
network 10.128.3.40 0.0.0.7 area 3

R3:

int el/1

ip address 10.128.3.57 255.255.255.248
no shut

int el/2

ip address 10.128.3.49 255.255.255.248
no shut

router ospf 100

network 10.128.3.48 0.0.0.7 area 3
network 10.128.3.56 0.0.0.7 area 3

The area 3 routers will get their full configuration.

R7:



enable
config t
hostname R7

int loopback 0

ip address 10.128.

int e0/0

ip address 10.128.

no shut
int e0/1

ip address 10.128.

no shut
int e0/3

ip address 10.128.

no shut
int el/0

ip address 10.128.

no shut
int el/1

ip address 10.128.

no shut

router ospf 100
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enable

config t

hostname RS8

int loopback 0

ip address 10.128.3.9 255.255.255.248
int e0/0

ip address 10.128.3.62 255.255.255.248
no shut

int e0/1

ip address 10.128.3.46 255.255.255.248
no shut

int e0/3

ip address 10.128.3.70 255.255.255.248
no shut

int el/0

ip address 10.128.3.89 255.255.255.248
no shut

int el/1

ip address 10.128.3.97 255.255.255.248
no shut

router ospf 100

network 10.128.3.0 0.0.0.255 area 3

exit

A different approach towards the specification of the network in R7 and R8 is given. For R7, only the
networks on the interfaces are specified, for R8, the complete area is specified. R8’s configuration is
potentially easier in large networks, because it saves us the trouble of keeping long lists of networks.

RO:

enable

config t

hostname RO

int loopback 0

ip address 10.128.3.17 255.255.255.248
int e0/0

ip address 10.128.3.78 255.255.255.248
no shut

int e0/1

ip address 10.128.3.94 255.255.255.248
no shut

router ospf 100

network 10.128.3.0 0.0.0.255 area 3
exit

R10:




enable

config t

hostname R10

int loopback 0

ip address 10.128.3.25 255.255.255.248
int e0/0

ip address 10.128.3.86 255.255.255.248
no shut

int e0/1

ip address 10.128.3.102 255.255.255.248
no shut

router ospf 100

network 10.128.3.0 0.0.0.255 area 3

exit

And after that we can ping our servers from R10:

R10#ping 10.128.2.151
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.128.2.151, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 56/79/104 ms

We had also defined some client networks, which we have not yet configured. First, we’ll add two clients
to our Vagrantfile:



# —-*- mode: ruby -*-
# vi: set ft=ruby
# Vagrantfile API/syntax version. Don’t touch unless you know what you’re doing!
VAGRANTFILE_API_VERSION = "2"
Vagrant .configure (VAGRANTFILE_API_VERSION) do |config]|
config.vm.define :precisel do |t]
t.vm.box = "hashicorp/precise64"
t.vm.box_url = "file:////links/virt_comp/vagrant/boxes/precise64.box"
t.vm.provider "virtualbox" do |prov|
prov.customize ["modifyvm", :id, "--nic2", "hostonly", "--hos-
tonlyadapter2", "vboxnetl" ]
end
t.vm.provision "shell", path: "./setup.precisel.sh"
end
config.vm.define :precise2 do |t
t.vm.box = "hashicorp/precise64"
t.vm.box_url = "file:////links/virt_comp/vagrant/boxes/precise64.box"
t.vm.provider "virtualbox" do |prov|
prov.customize ["modifyvm", :id, "--nic2", "hostonly", "--hos-
tonlyadapter2", "vboxnetl" ]
end
t.vm.provision "shell", path: "./setup.precise2.sh"
end
config.vm.define :precise3 do |t]|
t.vm.box = "hashicorp/precise64"
t.vm.box_url = "file:////links/virt_comp/vagrant/boxes/precise64.box"
t.vm.provider "virtualbox" do |prov|
prov.customize ["modifyvm", :id, "--nic2", "hostonly", "--hos-
tonlyadapter2", "vboxnet3" ]
end
t.vm.provision "shell", path: "./setup.precise3.sh"
end
config.vm.define :precised do |t
t.vm.box = "hashicorp/precise64"
t.vm.box_url = "file:////links/virt_comp/vagrant/boxes/precise64.box"
t.vm.provider "virtualbox" do |prov|
prov.customize ["modifyvm", :id, "--nic2", "hostonly", "--hos-
tonlyadapter2", "vboxnet4" ]
end
t.vm.provision "shell", path: "./setup.precise4.sh"
end

end

And create the appropriate start-up scripts:

#!/bin/bash

#precise3

ifconfig ethl 10.128.3.110 netmask 255.255.255.248 up

route add -net 10.128.0.0 netmask 255.255.0.0 gw 10.128.3.105
#!/bin/bash

# precised

ifconfig ethl 10.128.3.126 netmask 255.255.255.248 up

route add -net 10.128.0.0 netmask 255.255.0.0 gw 10.128.3.121




After a vagrant up we’ll connect precise3 and precise4 to e0/0 of R9 and R10 respectively.

For RO:

int el/0
ip address 10.128.3.105 255.255.255.248

no shut

and for R10:

int el/0
ip address 10.128.3.121 255.255.255.248

no shut

And from our client, we can ping our serve:
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