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1. DHCP

1.1 Intro

DHCP (Dynamic Host Configuration Program) is the standard way to give computers an IP address
without the need of configuration on the computer. DHCP is capable of much more: assigning gateways,
netmask, proxies etcetera, basically all network configuration can be done via DHCP. If you are a lazy
network administrator at home, you probably use the DHCP server in your Internet router.

In a data centre, DHCP can be used to give control of the network configuration to the network
administrators. Sysadmins only need to use dhclient to get an up-to-date network configuration.

There are some problems with DHCP. For example: you need a network layer 2 connection with the
DHCP server.

1.2 Our virtual machines
We’ll use Vagrant to start our virtual machines.



# —-*- mode: ruby -*-
# vi: set ft=ruby
# Vagrantfile API/syntax version. Don’t touch unless you know what you’re doing!
VAGRANTFILE_API_VERSION = "2"
Vagrant .configure (VAGRANTFILE_API_VERSION) do |config]|
config.vm.define :xeniall do |t|
t.vm.box = "ubuntu/xenial64"
# t.vm.box_url = "file:////links/virt_comp/vagrant/boxes/xenial64.box"
t.vm.provider "virtualbox" do |prov|
prov.customize ["modifyvm", :id, "--nic2", "hostonly", "--hos-
tonlyadapter2", "vboxnetl" ]
prov.customize ["modifyvm", :id, "--macaddress2","020000000001"

end
t.vm.provision "shell", path: "./setup.xeniall.sh"
end
config.vm.define :xenial2 do |t|
t.vm.box = "ubuntu/xenial64"
# t.vm.box_url = "file:////links/virt_comp/vagrant/boxes/xenial64.box"
t.vm.provider "virtualbox" do |prov|
prov.customize ["modifyvm", :id, "--nic2", "hostonly", "--hos-
tonlyadapter2", "vboxnet2" ]
prov.customize ["modifyvm", :id, "--macaddress2","020000000002"

end
t.vm.provision "shell", path: "./setup.xenial2.sh"
end
config.vm.define :xenial3 do |t|
t.vm.box = "ubuntu/xenial64"
# t.vm.box_url = "file:////links/virt_comp/vagrant/boxes/xenial64.box"
t.vm.provider "virtualbox" do |prov|
prov.customize ["modifyvm", :id, "--nic2", "hostonly", "--hos-

tonlyadapter2", "vboxnet3" ]

prov.customize ["modifyvm", :id, "--macaddress2","020000000003"
]
end
t.vm.provision "shell", path: "./setup.xenial3.sh"
end
end
A.bh.specﬂﬂ here is the prov.customize ["modifyvm", :id, "--macaddress2","020000000003" ]

which forces a specific MAC-ID on ethl. The reason for this is that it allows me to create a static lease
easily.

All setup-scripts contain the following code:

ETH1=$ (dmesg | grep -1 ’'renamed from ethl’ | sed -n ’s/: renamed from ethl//;s/.*
//p")

ifconfig $ETH1 down

ip link set $ETH1 name ethl

ifconfig ethl up




2. Installing a DHCP server

2.1 Installing the software

We’ll use xeniall as our DHCP server. Installing is default:

’apt—get install dhcpd

This makes the setup for xeniall as follows:

#!/bin/bash

ETH1=$ (dmesg | grep -1 ’'renamed from ethl’ | sed -n ’s/: renamed from ethl//;s/.*
//p")

ifconfig $ETH1 down

ip link set $ETH1 name ethl

ifconfig ethl 10.168.65.101 netmask 255.255.255.0 up

route add -net 10.168.0.0 netmask 255.255.0.0 gw 10.168.65.1
apt—-get install dhcpd

cp /vagrant/udhcpd.conf /etc

cp /vagrant/udhcpd.default /etc/default/udhcpd
/etc/init.d/udhcpd restart

2.2 Configuration

The setup-script copies a configuration from our /vagrant directory. The content of udhcpd. conf is:

# Sample udhcpd configuration file (/etc/udhcpd.conf)
# The start and end of the IP lease block

start 10.168.65.200

end 10.168.65.250

interface ethl

static_lease 02:00:00:00:00:02 10.168.65.55
static_lease 02:00:00:00:00:03 10.168.63.222
option subnet 255.255.255.0

opt router 10.168.63.1

option lease 30

We see the static_lease for the MAC-IDs that we defined in our vagrant file. We also see that the router
is defined as 10.168.63.1. We’re not really interested in routing here, and because xeniall is here the
center of our universe, we’re only interested in getting traffic to xeniall. We do not care that this router
information is invalid for xenial2.

The lease time is short, because I do not want to wait long wth wireshark.



2.3 A simple network for DHCP testing

In GNS3, I created the following network. Precisel is on vboxnetl; xenial2 is on vboxnet2.

xeniall

Xenial2

10.168.64.2

vboxne vppoxnet2
10.168.65.101
fO/1 f0/2
10.168.64.1
10.168.65.1 s
e0/1 e0/3

The switch is a standard GNS3-switch.

e0/3 10.168.63.1

e0/0

xenial3

nio_gen_eth:vboxnet3

When xenial? is started, it generates dhcp requests. This is directly visible on the console as a series of
Sending OFFER and Sending Ack with the IP address.

# pkill udhcp

#

# udhcpd -f

udhcpd (v1.18.5) started

OFFER of 10.168.65.55
Sending OFFER of 10.168.65.55
Sending ACK to 10.168.65.55
Sending ACK to 10.168.65.55
Sending ACK to 10.168.65.55
Sending ACK to 10.168.65.55

Sending

udhcpd: max_leases=235 is too big, setting to 51

An ifconfig ethl on xenial2 will show that the predicted IP address is present on that interface.



$ ifconfig ethl
ethl Link encap:Ethernet HWaddr 08:00:27:9d:73:b6
inet addr:10.168.65.55 Bcast:10.168.65.255 Mask:255.255.255.0
inet6 addr: fe80::a00:27ff:fe9d:73b6/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:74 errors:0 dropped:0 overruns:0 frame:0
TX packets:28 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:17440 (17.4 KB) TX bytes:6492 (6.4 KB)

3. DHCP forwarding

It is all very well to have a DHCP server in the same VLAN, but if you have different VLANSs or network
segments separated by a router, you’ll need a forwarder on the router to get your DHCP request at the

DHCP server. We’ll implement the forwarder on a network further away.

3.1 The basic network set-up

Xeniall Xenial2

vboxne vppoxnet2
10.168.65.101

e0/1
10.168.65.1

10.168.64.1 10.168.64.2 R2

e0/3 e0/3

e0/0

Xenial3

10.168.63.1

nio_gen_eth:vboxnet3

Between the DHCP server xeniall and the possible client xenial3 there are now two routers. We’ll set

them up in static routing; this will avoid routing messages to apear in out wireshark traces.

For R1:



interface Ethernet0/1

ip address 10.168.65.1 255.255.255.0
no shut

!
interface Ethernet0/3

ip address 10.168.64.1 255.255.255.0
no shut

!

ip route 0.0.0.0 0.0.0.0 10.168.64.2

and for R2:

interface Ethernet0/0

ip address 10.168.63.1 255.255.255.0
no shut

!

interface Ethernet0/3

ip address 10.168.64.2 255.255.255.0

no shut
1

ip route 0.0.0.0 0.0.0.0 10.168.64.1

Now you should be able to ping xeniall (10.168.65.101) from R2.

3.2 Normal DHCP

If you are in the same L2-network, you can do a DHCP request. Precise? is in the same L2 network.

vagrant@xenial64:~$ ifconfig ethl
ethl Link encap:Ethernet HWaddr 02:00:00:00:00:02
BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)
vagrant@xenial64:~$ sudo dhclient ethl
vagrant@xenial64:~$ ifconfig ethl
ethl Link encap:Ethernet HWaddr 02:00:00:00:00:02
inet addr:10.168.65.5 Bcast:10.168.65.255 Mask:255.255.255.0
inet6 addr: fe80::ff:fe00:2/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:9 errors:0 dropped:0 overruns:0 frame:0
TX packets:6 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:1040 (1.0 KB) TX bytes:1012 (1.0 KB)
vagrant@xenial64:~$ ping -cl 10.168.65.1
PING 10.168.65.1 (10.168.65.55) 56(84) bytes of data.
64 bytes from 10.168.65.55: icmp_reqg=1 ttl=64 time=0.029 ms
—-—— 10.168.65.1 ping statistics —-—-—
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 0.029/0.029/0.029/0.000 ms

vagrant@xenial64:”$

3.3 DHCP forwarding

If you now try a dhclient ethl on xenial3, you’ll get no reply. This is because the broadcast that xenial3
does gets stopped at the router. DHCP Discovers are not routed; they can’t be. The destination is
255.255.255.255 and the source is 0.0.0.0. We’ll need some translation to convert this broadcast to a
unicast.



On Cisco, there is an IP helper. This relays broadcasts to a helper address. This is protocol independent,
so it works for all sorts of broadcasts, and therefore with DHCP.

Configure the router to relay the DHCP requests. This is done on the interface so for R2 in this
configuration:

interface e0/0
ip helper—address 10.168.65.101

Finally, we start a dhclient ethl on prcecise3. Verifying with ifconfig we see that ethl now has the
IP address 10.168.65.222, just as we expected.

To see what the helper does, we start a wireshark trace on the link between R1 and R2. First the discover:

RZ_Ethemat0-3_to_R1_Etharnetd-3.peap TWirashark 1.12.13 (61 Rev Unknown from unknownl]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

@ ® 4 W 4| &» e O a < >~ x BIE 2o EB @B e« =8
Filter: ‘ | ~ | Expression... Clear Apply Save
Ho. Time Source Destination Protocol Length Info
5 Discover - Transaction Bxb fB6T56h
6 16.014545 10.168.63.1 18.168.65.181 DHCP 342 DHCP Discover - Transaction ID 6xbf86f56h |
7 16.044744  10.168.65.101 168.168.63.1 DHCP 316 DHCP Offer - Transaction ID 0xbf86f56b !
8 16.044768  16.168.65,101 16.168.63.1 DHCP 316 DHCP Offer = Transac tion ID @xbf86f56h
9 16.064963  10.168.63.1 16.168.65.101 DHCP 342 DHCP Request - Transaction ID @xbf86f56b
16 16.6864958 16.168.63.1 16.168.65.1681 DHCP 342 DHCP Request - Transaction ID 8xbfB6f56h
11 16.885095 10.168.65.101 16.168.63.1 DHCP 318 DHCP ACK - Transaction TD 0xbf86f56h
12 16.6885109 16.168.65.101 10.168.63.1 DHCP 316 DHCP ACK - Transaction ID 8xbf86f56b
'+ Ethernet 11, Src: cc:082:5c:1f:00:03 | : t cc:B1:01:4b:00:03 (cc:01:01:4b:00:03)
» Internet Protocol Version 4, Src: 10. 168 63 £ (lll 168 63, 1), Dst: 10.168.65.101 (10.168.65.101)
» User Datagram Protocol, Src Port: 67 (67), Dst Port: 67 (67)
~ Bootstrap Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (0x81)
Hardware address length: 6
Hops: 1
Transaction ID: @xbf86f56b
Seconds elapsed: 0
» Bootp flags: 0x0080 (Unicast)
Client IP address: 0.0.0.0 (0.0.6.0)
Your (client) IP address: €.8.0.8 (0.8.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 16.168.63.1 (10.168.63.1)
Client MAC address: 02:00:00:00:00:03 (02:00:00:00:00:03)
Client hardware address padding: 800006000060000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
» Option: (53) DHCP Message Type (Discover)
» Option: (12) Host Name
» Dgtion: (55) Parameter Reiuest List
0130
@140
0150 I

O Bootp/Dhcp option type... Packets: 15 - Displayed: 15 (100.0%) - Load time: 0:00.000 | Profile: Default

We see an UDP packet with the source 10.168.65.1 (the router interface that has the relay on it) and the
destination 10.168.65.101 (the DHCP server). This is effectively a unicast version of the original
broadcast. In the information of the Bootstrap Protocol, we see that the client IP is still 0.0.0.0 and we see
the mac-id.



As a reply, we see the DHCP offer:

File Edit View Go Capture

©® ® 4 = ) o O a < > A v | v = 0 F @8 e = B
Filter: ‘ - | Expression... Clear Apply Save
Ho. Time Source Destination Protocol Length Info
5 16.6814461 10.168.63.1 16.168.65.101 DHCP 342 DHtP‘DiscovEr - Transaction ID 0xbf86f56b
6 16.014545  10.168.63,1 18.168.65.181 DHCP 342 DHCP Discover - Transaction ID 0xbf86f56b
7 16. 10, 168, . 168.63, Offer Transac tion 0xbfa6fs6h
8 16.044766  10,168.65.101 16.168.63.1 DHCP 316 DHCP Offer = Transac tion ID @xbf86f56b
9 16.064903 10.168.63.1 16.168.65.161 DHCP 342 DHCP Request - Transaction ID Oxbf86f56h
16 16.0864958 16.168.63.1 18.168.65.181 DHCP 342 DHCP Request - Transaction ID 8xbf86f56b
11 16.885095  10,168.65.101 10.168.63,1 DHCP 318 DHCP ACK - Transaction TID 0xbf86f56b
12 16.885109 160,168.65.101 10.168.63.1 DHCP 316 DHCP ACK - Transaction ID 0xbf86f56b

"V Frame /i 310 DYTEs On Wilre (2468 D1TS), 5Ib DyTes capturea |Z4sy pits)
» Ethernet II, Src: cc:01:01:4b:00:03 (cc:01:81:4b:00:83), Dst: cc:02:5c:1f:00:03 (cc:02:5c:1f:00:083)
» Interpet Protocol Version 4, Src: 10.168.65,101 (10.168,65.101), Dst: 10.168.63.1 (16.168.63.1)
» User Datagram Protocol, Src Port: 67 (67), Dst Port: 67 (67)

~ Bootstrap Protocol (Offer)

Message type: Boot Reply (2)

Hardware type: Ethernet (0x01)

Hardware address length: &

Hops: @

Transaction ID: @xbf86f56b

Seconds elapsed: ©

Bootp flags: 0x0000 (Unicast)

Client IP address: 0.6.0.0 (0.0.0.0)

Your (client) IP address: 10.168.63.222 (16.168.63,222)

Next server IP address: 0,0.0.0 (0.0.0.0)

Relay agent IP address: 10.168.63.1 (10.168.63.1)

Client MAC address: 02:00:00:00:00:03 (02:00:00:00:00:83)

Client hardware address padding: B80080000060000000000

Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Offer)

Option: (54) DHCP Server Tdentifier

Option: (51) IP Address Lease Time

» Option: (1) Subnet Mask

-

v ow

068080 cc B2 5c 1f 80 €3 cc 61 01 4b 00 03 08 BO 45 00 Navaes Koo E
0016 01 28 49 Se 40 60 3f 11 5b bl 0a a8 41 65 @a aB (I~@.?. [...Ae
0620 3f 01 @8 43 80 43 01 14 3f 7a 02 01 06 60 bf 86 ?..C.C.. ?z......

nRzA._ 5 Ah AR AR AR AR AR AA NN AR Aa aR 3f da AR _AA "3 7

o

File: "frun/media/ljm/vi... Packets: 15 - Displayed: 15 (100.0%) - Load time: 0:00.000 Profile: Default

Now the source is the DHCP server and the destination is the interface that does the relay. The relay agent
will send the answer to the DHCP client.

1 sept 2016 creation
2 verified 2018-04-29
3 upgraded to xenial 2020-02-04
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